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“Fail2ban scans log files (e.g. /var/log/apache/error_log) and bans IPs that show
the malicious signs -- too many password failures, seeking for exploits, etc.
Generally Fail2Ban is then used to update firewall rules to reject the IP addresses
for a specified amount of time, although any arbitrary other action (e.g. sending an
email) could also be configured. Out of the box Fail2Ban comes with filters for
various services (apache, courier, ssh, etc).” --http://www.fail2ban.org/
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~ Usina reqgex files found in /etc/fail2ban/filter.d

calh ter.d

root@localhost: /fetc/failZ2ban/filter.d¥ cat apache-auth.con
¥ Fail?Ban apache-auth filter

==

[INCLUDES]

Read common prefixes. If any customizations available -- read them from
apache-common.local

efore = apache-common.conf

==

[SE T

[Definition]

failregex = "% | apache error client) enied by server configuration: (uri ) 7?4

authentication failure for "\5%": Password Mismatch#
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Rules in /etc/fail2ban/jail.con

lal
anaction = iptables-—-multiport

£ in /etc/fail?ban/jail.local.

# Optionally you may override any other parameter (e.g. banaction,
) 3

} in that section within
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logpath = /f»
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[dropbear]

enabled = false

port = ssh

filter = dropbear

logpath = fvar/log/auth.log
maxretry = &



Actions logged in /var/log/fail2ban.log

w cyril@earth:~ -0 X
File Edit View Terminal Tabs Help
02/18/05 23:03:57.936 INFO FailliBan v0.3.0-CVS 1s running i

DzZ/18/05 23:03:59.065 INFO Ban £2.94.10.80

02/18/05 23:08:19,221 INFO Restoring iptables...

02/18/05 23:08:19.224 INFO Unban £2.94.10.80

0zZ/18/05 23:08:19,.238 INFO Exiting...

02/1B8/05 23:12:16.017 INFO FailZBan wD.3.0-CV5 is running
0Z/18/05 23:38:43.211 INFO BRestoring iptables...

0Dz2/18/05 23:38:43.213 INFO Exiting...

0Z/18/05 23:45:11.090 INFO FailZBan v0.3.0-CV5 is running
0z/19/05 12:D01:32.B66 INFO Ban £6.139.75.25

02/19/05 12:11:33.871 INFO Unban 66.139,75.25

02/19/05 12:259:45.734 INFO Ban £6.139.75.25

0Z/19/05 12:39:46.656 INFO Unban 66.139.75.25

0z2/19/05 22:12:27.553 INFO Ban 69.10.152.217

0z2/19f05 22:22:28.475 INFQ Unban 69.10.152.Z217

0z/20/05 03:40:57.450 INFO Ban 219.147.179.93

0Z/20/05 03:50:58.408 INFO Unkban 219.147.179.93

0z/20/05 DE:37:21.951 INFO Ban 211.43.24.222

0zZ/20/05 O6:47:22.872 INFO Unban 211.43.24.Z22Z2

02/20/05 11:35:54,E93 INFO Restoring iptables...

DZ/20/05 11:35:54.696 INFO Exiting...

0Z2/20/05 12:12:17.195 WARNING FailZ2Ban v0.3.0-CVS is running

earcth root #
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ar e e M LY | auul:dba::dead:elf
r<lan. INFO [sshd] Found zﬂﬂl:dba::all:heef:?a
12ban: INFO [sshd] Found Eﬂﬁl:dba::dead:elf
L2ban: INFO [sshd] Found zﬂﬂlrdba::all:flee:fl
2ban: INFO [sshd] Found 1?2.2?.3.92

2ban: INFg [sshd] Found 172.27.3.95

2ban: INFQ [sshd] Found 10.10.1,1¢

2ban: INFo [sshd] Found 10, 19 1l.10

’ban: INFo [sshd] Found Eﬂal:dba::lﬂ?ﬁ:dead:he
ban: INfo [sshd] Found Eﬂﬂl:dba::all:beef:?ac@
ban: INFO [sshd] Found 2001 :dbg: 1076:dead bee
ban: INFg [sshd] Found EEEI:dbE::all:bEEf‘?acﬂ
Yan: INFo [sshd] Found 1@ 10.1.10

an: INFo [sshd] Found zﬂﬂl:dhs::all:flee:flee:
an: INFQ [sshd] Found zﬂﬂl:dba::all:flee:flee:
an: INFo "

[sshd] Found 2001:dbg: :
an: INF



o DESPAIR.COM

IT CouLt BE THAT THE PURPOSE OF YOUR LIFE Is
ONLY TO SERVE AS A WARNING TO OTHERS.




Ssh keys or a
password
manager is your
friend

“I wrote them down

in my diary so that |
wouldn't have to
remember.”




Now for the install




Debhian GHUSLinux & debian-demo ttyl

debian-demo login: adenner

Fassword:

Last login: HWed Dec 21 12:14:00 CST 2016 on ttyl

Linux deblian-demo 3.16.0-4-amdé4 #1 SMP Debian 3.16.36-1+deb8Buz (2016-10-19) =86
_G4d

The programs included with the Debian GHUALInux system are free software;
the exact distribution terms for each program are described in the
individual files in susrssharesdocs/sxscopyright.

Debian GHUALinux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.

adenner@debian-demo:™% su

Fassword:

root@debian-demo: shomesadennerd# apt-get update_




Debhian GHUSLinux comes with ABSOLUTELY WO WARRANTY, to the extent
nermitted by applicable law.

adenner@debian-demo:™% su

Password:

root@debian-demo: shomesadenner# apt-get update

Iegn
Hit
Hit
Hit
Hit
Hit
Hit
Hit
Hit

Get:

16
Get
104
Hit
Hit
Hit

http://debian.cse.msu.edu jessie InRelease
http://security.debian.org Jjessiesupdates InRelease
http:s/debian.cse.msu.edu jessie-updates InRelease
http://debian.cse.msu.edu jessie Release.gpg
http://debian.cse.msu.edu jessie Release
http://security.debian.org jessiesupdatessmain Sources
http://security.debian.org Jjessiesupdatessmain amded Packages
http://debian.cse.msu.edu jessie-updatessmain Sources
http://security.debian.org jessiesupdatessmain Translation-en
1 http://debian.cse.msu.edu Jjessie-updatessmain amdéd Packages DiffIndex [6,
=

12 http:/ssdebhian.cse.msu.eduy jessie-updatessmain Translation-ensDiffIndex [2,

=

http://debian.cse.msu.edu jessiesmain Sources
http:s/debian.cse.msu.edu jessiesmain amded Packages
http://debian.cse.msu.edu jessiesmaln Translatlon-en

Fetched 9,620 B in Zs (3,894 B/s)
Reading package lists... Done
root@debian-demo: Ahomesadenner# _



Debian GMNUALInux comes with ABSOLUTELY WO WARRANTY, to the extent
permitted by applicable lauw.

adenner@debian-demo: ™% su

Fassward:

root@deblan-demo: shomesadenner# apt-get update

Ign http://debian.cse.msu.edu jessie InRelease

Hit http://security.debian.org jessiesupdates InRelease

Hit http:/sdeblan.cse.msu.edu Jjessie-updates InRelease

Hit http://debian.cse.msu.edu jessie Release.gpg

Hit http:/sdebian.cse.msu.edu jessie Release

Hit http:/s/security.debian.org jessiesupdatessmaln Sources

Hit http://security.debian.org jessiesupdatessmain amded Fackages
Hit http:/s/sdebian.cse.msu.edu jessie-updatessmaln Sources

Hit http:s/ssecurity.debilan.org jessiesupdatessmaln Translation-en
Get:1l hitp://debian.cse.msu.edu Jjessie-updatessmain amdéd FackagesADiffIndex [6&,
916 B]

Get:2 http:/s/debian.cse.msu.edu jessie-updatessmaln Translation-ensDiffIndex [2,
704 B

Hit http:s/sdebian.cse.msu.edu jessiesmain Sources

Hit http:/sdeblan.cse.msu.edu Jjessiesmaln amdéd Fackages

Hit http://debian.cse.msu.edu jessiesmaln Translation-en

Fetched 9,620 B in 25 (3,894 Br/s)

Reading package lists... Daone

root@debian-demo: shomesadenners# ait—iet dist—uiiPadE_



http://debian.cse.msu.edu jessie InRelease
http: s /security.debian.org Jjessiefupdates InRelease
http://debian.cse.msu.eduy jessie-updates InRelease
http://debian.cse.msu.eduy jessie Release.gpg
http://debian.cse.msu.eduy jessie Release
http://security.debian.org jessiesupdatessmain Sources
http://security.debian.org Jjessiefupdatessmain amdtd Packages
http://deblian.cse.msu.eduy jessie-updatessmaln Sources
http://security.debian.org Jjessiefupdatessmaln Translatlon-en
1 http:s/sdebian.cse.msu.edu jessie-updatessmain amded Packages DiffIndex [6,
E]
12 http:ssdebian.cse.msu.edu jessie-updatessmain Translation-ensDiffIndex [2,
=
http://debian.cse.msu.edu jessiesmain Sources
http://debian.cse.msu.eduy jessiesmain amdéd Packages
http://debian.cse.msu.edu jessiesmain Translation-en

Fetched 9,620 B in 25 (3,894 Bss)

Reading package lists... Done

root@debian-demo: fhomesadenner® apt-<¢et dist-upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Daone

Calculating upgrade... Done

0 upgraded, 0 newly installed, O to remove and O not upgraded.

root@debian-demo: shomesadenner# _




rootd@debian-demo: shomesadenner# apt-2et install ftailZhan

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
python-pyinotify

Suggested packages:
python-gamin python-pyinotifuy-doc

The following MWEW packages will he installed:
failfban puython-pyinotify
0 upgraded, 2 newly installed, 0 to remove and 0 not upgraded.
Need to g£et 192 kKB of archives.
After this operation, 713 kB of additional disk space will he used.
Do Jyou want to continue? [Y¥Ysnl




python-gamin python-pyinotify-doc
The following WEW packages will be installed:
failZban python-pyinotify
0 upgraded, 2 newly installed, 0 to remove and 0 not upgraded.
Need to g£et 192 kKB of archives.
After this operation, 713 kB of additional disk space will he used.
Do you want to continue? [¥/n)
Get:1 http:/sdeblian.cse.msu.edusdebians Jessiesmaln failZban all 0.8.13-1 [165 k
E]
Get:2 http://debian.cse.msu.edusdebians Jjessiesmain python-puinotify all 0.9.4-1
[Z26.4 kE]
Fetched 192 kB in 0s (426 kBss)
Selecting previously unselected package failzZban.
(Reading database ... 29779 files and directories currently installed.)
Freparing to unpack .../ failzban_0.8.13-1_all.deh
Unpacking failZban (0.8.13-1)
Selecting previously unselected package python-pyinotify.
Freparing to unpack ... python-puyinotify_0.9.4-1_all.deb
Unpacking puython-pyinotify (0.9.4-1)
Frocessing triggers for man-db (2.7.0.2-5) ...
Frocessing triggers for systemd (215-17+deh8ub)
Setting up failZban (0.8.13-1) ...
Setting up python-pyinotify (0.9.4-13 ..
Frocessing triggers for systemd (215-17+deb8us)
root@debian-demo: shomesadenner# _




root@debian-demo: setcs/fall2band iptables --1list
Chain INPUT {(policy ACCEPT)

target prot opt source
failzban-ssh 1tcp -- anywhere
= ssh

Chain FORWARD {(policy ACCEFT)
target prot opt source

Chain OUTPUT {(policy ACCEPT)
target prot opt source

Chain failZhan-ssh (1 references)
target prot opt source

RETURM all -- anywhere
root@debian-demo: setcsfailzband —

destination
anywhere

destination

destination

destination
anyuwhere

multiport dport



root@localhost:/etc/faillbanf faillban-regex
ERRCR: provide both <LOG> and <REGEX:.

Usage: fusr/bin/fail?ban-regex [OPTIONS] <LOG»> <REGEX> [IGNCOREREGEX]

Fail?Ban reads log file that contain=s password failure report
and bans the corresponding IP addre=sses using firewall rules.

This tools can test regular expressions for "failZban™.

LOG:

string a string representing a log line

filename path to a log file (/var/log/auth.log)
BEGEX:

string a string representing a 'failregex'

filename path to a filter file (filter.d/sshd.conf)
IGHNOCREREGEX:

string a string representing an 'ignoreregex’'

filename path to a filter file (filter.d/sshd.conf)

Copyright (c) 2004-2008 Cyril Jaguier, 2008- Fail2Ban Contributors
Copyright of modifications held by their respective authors.
Licensed under the GNU General Public License v2 (GPL).

Written by Cyril Jaquier <cyril.jaquier@failZban.org>.
Many contribution=s by ¥Yaroslav . Halchenko and Steven Hiscocks.

Report bugs to https://github.com/faillban/failZban/issues

Cptions:
——-version show program's verszion number and exit
=h, --help show this help message and exit

-1 LOG LEVEL, --log-level=L0OG LEVEL
Log level for the Fail2Ban logger to use

-v, —-verbaose Be werbose in output
-D, —-debuggex Produce debuggex.com urls for debugging there
——print-all-missed Either to print all missed lines

——print-all-ignored Either to print all ignored lines
-t, —-log-traceback Enrich log-messages with compressed tracebacks



U=se failregex file : filter.d/apache-403
U=ze log file : /wvar/log/apacheZ2/acc

.conf
esz.1log

Failregex: 73 total
— #) [# of hit=] regular expresszion
1) [T3] <HOST>\ -\ ‘- .*HTITPA/[O0-9]1+(\.[0-9]1+)72\™ 403

Ignoreregex: 0 total

Date template
- [# of hits]
g

Mi=zsed line(s)

Day/

hits=s:
date format
MONTH,/ Year:Hour:Minute: Second

nes, 0 ignored, 73 matched, 9708 mi=ssed
:: too many to print. Use

root@localhost: /etc/failZbang I

etc/fail2banf failZban-regex fvar/log/apache’

——print-all-missed to print all

faccess.1log filter.d/apache-403.conf



Resources

http://www.fail2ban.org

https://www.slightfuture.com/security/fail2ban-ipv6

https://www.netfilter.org/

https://httpd.apache.org/docs/1.3/logs.html
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