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Fail2ban

“Fail2ban scans log files (e.g. /var/log/apache/error_log) and bans IPs that show 
the malicious signs -- too many password failures, seeking for exploits, etc. 
Generally Fail2Ban is then used to update firewall rules to reject the IP addresses 
for a specified amount of time, although any arbitrary other action (e.g. sending an 
email) could also be configured. Out of the box Fail2Ban comes with filters for 
various services (apache, courier, ssh, etc).” --http://www.fail2ban.org/



Looks at log files like apache access



Using regex files found in /etc/fail2ban/filter.d



Rules in /etc/fail2ban/jail.conf



Actions logged in /var/log/fail2ban.log



Shortcomings 

Before the latest version 
fail2ban didn’t support ipv6

It now does…





Ssh keys or a 
password 
manager is your 
friend

“I wrote them down 
in my diary so that I 
wouldn't have to 
remember.”



Now for the install





















Resources

http://www.fail2ban.org

https://www.slightfuture.com/security/fail2ban-ipv6

https://www.netfilter.org/

https://httpd.apache.org/docs/1.3/logs.html
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