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Welcome to CIA LUG

Website: (http://cialug.orq)

Email List: (see website)
IRC/Slack: (see website)
Video: Will be posted when it gets uploaded

Slides will be emailed after and at https://denner.co
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Little about me

Andrew Denner

Email: denner@gmail.com

Website: http://denner.co

Twitter: @adenner

Slides will be posted to https://denner.co h—’
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Even paranoid
people have
enemies



If you lose your
private key (or
password) you will
loose data



Encrypt your home directory (ubuntu)




Why Encrypt? Why not encrypt?

e You have a laptop You don’t care about your data

® You deal with information that is sensitive Performance Hit

(PN)
e Healthy Paranoia

Hard drive failure challenge

Forget username and password you lose
your data



Easiest way to handle--From the start

Install

Who are you?

Your name: | Gary o

Your computer’s name: | gary-Inspiron-3521 &-f’
The name it uses when it talks to other computers.

Pick a username: | JE1 4

Choose a password: 0000000000 Weak password

Confirm your password: | 00 00000000| 4
) Login automatically
© Require my password to login

) Encrypt my home folder

Back | Continue




Encrypt by hand...

Ubuntu uses eCryptfs (http://ecryptfs.org/about.html) think of it as PGP as a
filesystem

Screenshots are from
https://www.howtogeek.com/116032/how-to-encrypt-your-home-folder-after-installin

g-ubuntu/

M ™ howtogeek@ubuntu: ~
howtogeek@ubuntu:~$ sudo apt-get install ecryptfs-utils cryptsetupl]



http://ecryptfs.org/about.html

You cannot encrypt your account while you are logged in... you need to create a
seperate account in the wheel group

User Accounts
All Settings User Accounts

All Settings User Accounts
My Account

How-To Geek | © My Account
Administrator ‘ Temporary |
How-To Geek y

it
ST Create new account R .\ iministrator
[ Account type Administrator
Other Accounts
Account Type | Administrator v | Temporary User Language English (United
1 Administrator
Fullname |Temporary User = Login Options -
N Password |Account disable
Username {tempuserl v ) T
Automatic Login | | OFF |
| Cancel ‘|, Create

o




™S tempuser@ubuntu: ~

Some Important Notes!

1. The file encryption appears to have completed successfully, h
owever,
howtogeek MUST LOGIN IMMEDIATELY, _BEFORE_THE_NEXT_REBOOT_,
TO COMPLETE THE MIGRATION!!!

sudo ecryptfs-migrate-home -u user

2. If howtogeek can log in and read and write their files, then
the migration is complete,
and you should remove /home/howtogeek.7VfGt70Z.
Otherwise, restore /home/howtogeek.7VfGt70Z back to /home/how
togeek.

3. howtogeek should also run 'ecryptfs-unwrap-passphrase' and re
cord
their randomly generated mount passphrase as soon as possible

4. To ensure the integrity of all encrypted data on this system,
you

should also encrypted swap space with 'ecryptfs-setup-swap'.




Information available

6 Update information

jRecord your encryption passphrase

‘To encrypt your home directory or "Private” folder, a strong passphrase has
'been automatically generated. Usually your directory is unlocked with your
'user password, but if you ever need to manually recover this directory, you
'will need this passphrase. Please print or write it down and store it in a safe
location.

IF you click "Run this action now", enter your login password at the
"Passphrase" prompt and you can display your randomly generated
‘passphrase.

‘Otherwise, you will need to run "ecryptfs-unwrap-passphrase” from the
‘command line to retrieve and record your generated passphrase.

|Run this action now|

A

Close




o

Terminal

Passphrase:
f3948d5ebf4c660b9ef1e49a0a8ad60d

iEnter]




sudo ecryptfs-setup-swap

M= @ howtogeek@ubuntu: ~

[sudo] password for howtogeek:

WARNING:

An encrypted swap is required to help ensure that encrypted filesh
are not leaked to disk in an unencrypted format.

HOWEVER, THE SWAP ENCRYPTION CONFIGURATION PRODUCED BY THIS PROGR
AM WILL BREAK HIBERNATE/RESUME ON THIS SYSTEM!

NOTE: Your suspend/resume capabilities will not be affected.

Do you want to proceed with encrypting your swap? [y/N]: I




Note that an encrypted swap won’t work properly with Ubuntu’s hibernate feature

howtogeek@ubuntu: ~

Do you want to proceed with encrypting your swap? [y/N]: y

IINFO: Setting up swap: [/dev/sda5]
WARNING: Commented out your unencrypted swap from /etc/fstab
Stopping remaining crypto disks...
cryptswapl (stopped)... [ OK ]
Starting remaining crypto disks...
cryptswapl (starting)..
cryptswapl (started)... [ OK ]
INFO: Successfully setup encrypted swap!
howtogeek@ubuntu:~$ d




cleanup

sudo rm -rf /home/user.random

Devices B home [ Home

— Floppy Drive

Bookmarks a a a

il Ubuntu One howtogeek howtogeek.7VFGt7 tempuser
Computer o4

& Home
K Desktop




GNUPG

Swiss army knife of encryption... can do email, files, etc.

Dates back to Phil Zimmermann’s PGP (Prety Good Privacy)



:~$ gpg --gen-key
gpg (GnuPG) 1.4.20; Copyright (C) 2015 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection? 1
RSA keys may be between 1024 and 4096 bits long.
fhat keysize do you want? (2048) 4096
Requested keysize is 4096 bits

Please specify how long the key should be valid.
@ = key does not expire
key expires in n days

<n>
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is valid for? (0)

Key does not expire at all

Is this correct? (y/N) y

nunnn




You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Andrew Denner

Email address: denner@gmail.com
Comment:
You selected this USER-ID:

“Andrew Denner <denner@gmail.com>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit?

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation,; this gives the random number

generator a better chance to gain enough entropy.

R o ot o o o o R a0 2t ot ot ot o o0 L ot o o L R o L ot ot o o o o o o o N e

A o o e e o At ot ot o o o o o o R o e e I A ot o o o R o o e e e e e o o o o o o o o o o o o o o o D

O S O S S o S o o e PV +++++
Not enough random bytes available. Please do some other work to give

the OS a chance to collect more entropy! (Need 284 more bytes)



Let’s make some random to fix the problem! (in a
separate window)

Is -1 -R / would work as well

:~$ sudo ping -f 10.0.0.8
PING 10.0.0.8 (10.0.0.8) 56(84) bytes of data.

- 10.0.0.8 ping statistics ---
2064 packets transmitted, 0 received, +1759 errors, 100% packet loss, time 504863ms
pipe 13




e need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

e need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

épg: /home/adenner/.gnupg/trustdb.gpg: trustdb created
gpg: key B5DD81El marked as ultimately trusted
public and secret key created and signed.

: checking the trustdb
: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
: depth: 0 valid: 1 signed: © trust: 0-, 0gq, On, Om, OFf, 1lu
4096R/B5DD81E1 2018-02-21
Key fingerprint = ED31 5D8B 8EE5 AAOF 4505 1197 E981 8706 B5DD 81El
Andrew Denner <denner@gmail.com>

4096R/478BBD7DD 2018-02-21




:~$ gpg --expert --edit-key denner@gmail.com

gpg (GnuPG) 1.4.20; Copyright (C) 2015 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

pub 4096R/B5DD81E1 created: 2018-02-21 expires: never usage:

trust: ultimate validity: ultimate

sub 4096R/47BBD7DD created: 2018-02-21 expires: never usage:

[ultimate] (1). Andrew Denner <denner@gmail.com>

gpg> addkey
Key is protected.

You need a passphrase to unlock the secret key for
user: “"Andrew Denner <denner@gmail.com>"
4096-bit RSA key, ID B5DD81El, created 2018-02-21

Enter passphrase:

SC
E




gpg> addkey
Key is protected.

You need a passphrase to unlock the secret key for
user: “"Andrew Denner <denner@gmail.com>"
4096-bit RSA key, ID B5DD81El, created 2018-02-21

Please select what kind of key you want:
(3) DSA (sign only)
(4) RSA (sign only)
(5) Elgamal (encrypt only)
(6) RSA (encrypt only)
Your selection? 4
RSA keys may be between 1024 and 4096 bits long.
dhat keysize do you want? (2048) 4096
Requested keysize is 4096 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> key expires in n days
<n>w = key expires in n weeks
<n>m key expires in n months
<n>y key expires in n years
Key is valid for? (©) 6m
Key expires at Mon 20 Aug 2018 01:46:43 AM CDT
Is this correct? (y/N)

nun n nn



Is this correct? (y/N) y

Really create? (y/N) y

Ne need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

pub 4096R/B5DD81E1 created: 2018-02-21 expires: never usage:
trust: ultimate validity: ultimate

sub 4096R/47BBD7DD created: 2018-02-21 expires: never usage:
sub 4096R/0DFB2592 created: 2018-02-21 expires: 2018-08-20 wusage:
[ultimate] (1). Andrew Denner <denner@gmail.com>

gpg -a --export-secret-key john.doe@example.com > secret_key




Generate revocation cert

gpg -a --gen-revoke john.doe@example.com >
revocation_cert.gpg

sec 4096R/144A027B 2013-11-04 John Doe
<john.doe@example.com>

Create a revocation certificate for this key? (y/N) y

Please select the reason for the revocation:
0 = No reason specified
1 = Key has been compromised
2 = Key is superseded
3 = Key is no longer used
Q = Cancel
(Probably you want to select 1 here)
Your decision? 1

Enter an optional description; end it with an empty line:

>

Reason for revocation: Key has been compromised
(No description given)
Is this okay? (y/N)y

You need a passphrase to unlock the secret key for
user: "John Doe <john.doe@example.com>"
4096-bit RSA key, ID 144A027B, created 2013-11-04

Revocation certificate created.

Please move it to a medium which you can hide away; if
Mallory gets

access to this certificate he can use it to make your key
unusable.

It is smart to print this certificate and store it away, just in
case

your media become unreadable. But have some caution:
The print system of

your machine might store the data and make it available to

others!
@



gpg -a --export john.doe@example.com > public_key.gpg

:~/example$ gpg --output doc.gpg --recipient denner@gmail.com --encrypt test doc.txt

example$ gpg --output doc --decrypt doc.gpg

ou need a passphrase to unlock the secret key for
ser: "Andrew Denner <denner@gmail.com>"
l096-bit RSA key, ID 47BBD7DD, created 2018-02-21 (main key ID B5DD8I1E1)

Jpg: encrypted with 4096-bit RSA key, ID 47BBD7DD, created 2018-02-21
“Andrew Denner <denner@gmail.com>"
example$




Web-based pgp

https://keybase.io/denner

A n MKeybaseishiring'.g a of ¢ v O 2

& 2 devices &~
7DA9 D2C6 AD14 4DD4

2

W adenner
B3 denner
) adenner
Y]

prove your Reddit identity

M adenner

@ prove your website or domain

denner
Andrew Denner

B seta bitcoin address
@ setaZcash address
| write software, dabble in linux, web
development and other stuff. (This is a place
holder until | come up with a real bio...) PGP Encrypt = Keybase Chat

lowa



https://keybase.io/denner

Let’s encrypt



Setting up python3-parsedatetime (2.4-3ecbuntuls. 4. 1scertbotsd)

Setting python3-zope. hookable (4.0.4-4oubuntuls. 08, 1ecerthotel) ...
Setting python)-zope. interface (4.3, 2-1+ubuntulf, 04, 1ecertbotsl)
Setting python3-zope.event (4.2.0-1) ...
Setting python3-zoge. component (4.3.0-1rubentulf. 04, 1rcertbo
Setting python3-certbot (0.21.1-1eubuntulf, 04, 1+certbot«d, 5
Setting certbot (0.21.1-1eubuntulf. 04, Lecertbot+d.2) .
Setting libaugeasO (1.4,0-Oubsatul.l) ...
Setting python3-augeas (0.5.0-1subuntulf. 04, 1ecertbotel)
Setting python3-certbot-apache (0.21.1-1+ubuntulb,Od, lv(vtbﬂt X)
Setting python-certbot-apache (0, 21.1-1subuntull.04. 1ecertbotel) ...
Setting python3-vcu (1.9.2-2bunidl) .
Setting pythonl-gyasnl (0.L9>.‘v<!r!b\
20+4) ...
wsing fusr/bin/file-rename to provide /usr/bin/rename (rename) 1n auto mode
.:um? up ssl-cert (1.0.37)
debcont : unable to imitialize froatend: Dralog
debconf: (Mo wsable dialog-like program s m‘ullm. 50 the dialog based frontend cansot be wsed. at Jfusr/share/perls /0
ebconf /Frontind/Dialeg.pm 1ine 76.)
deboonf: falling back to frontend: Readline
Processing triggers for libc-bin (2.23- '\buntu.o)
Processing triggers for systesd (229-4uduntull) .
root®sb7biB0IH0F : /8 certbot --acache
wsage:

certbot [SUBCOMMAND] [options) [-d DOMAIN] [-¢ DOMAIN] ...

xenialsl)

Certbot can obtain asnd install HTTPS/TLS/SSL certificates. By defauit,

1t will attespt to wse a webserver both for obtaining and imstalling the
certificate.

certbot: error: unrecognized arguments: --acache

rootdsbTbis015bF 1 /8 certbot --apache

Saving debug log to /var/log/letsencrypt/letsencrypt. log

Plugins selected: Asthenticator apache, Installer apache

Enter email address (used for urgent remewal asd secwrity motices) (Enter "¢’ to
cancel): denner+testigmai . com

Please read the Yeru n‘ Service at

Meps://Tetsencrypt. org/documents /LE-SA«vl, 2-Novesber <15 -2017. pdf. You sust
agree n order to register with the ACME server at

https://acme-vOl. api. letsencrypt, org/directory

(A)ur« (()n—(c

would you be willing to share your email address with the flectronic Fromtier
Foundation, a founding parteer of the Let's Encrypt project and the non-grofit
organization that develops Certbot? we'd like to send you email about EFF and

our work to encrypt the web, protect its users and defend digital rights.

(Des/(No: »

No names were found \n your configuration files. Please enter in your dosain

nane(s) (comma and/or space separated) (Enter ‘¢’ to cancel): test.com

Obtaining A mew certificate

Performing the following challenges:

bttp-01 challenge for test.com

Ted Aoat»e rewrite moduie

ing for verification...

ct..m»q up challenpes

Farled authorization procedure. test.com (http-0l): wniacmererror tunauthorized The client lacks sufficient awthorization 11 Invalid resgonse from http://test.com/.well-known/acee-challenge/ wng2foDyPD50m0tDS 1 ZLDWn I0UTObwn 191 FOBHEFOICI "« !DOCTYPE htal PUBLIC
TO XHTML 1.0 Transitional /JEN" “Bttp://www,wl, org/TR/xhtall/OTD/xhtall-transiticnal. dtd™>
<html»”

IMPORTANT NOTES:
~ The following errors were reported by the server:

Dosain: test.com
unauthori zed
Imvalid response from
pi//test. com/ . well-imow n/acwe- challeng: -.;zft-a,wos:-mmlncbm*omco-nlo)rosnuu\c~
"<I00CTYPE htm] PUBLIC “-//WIC//DTD XATHL 3.0 Tramsitional/
S, w3 . 0rg/TR/ -»uh OTD/xhtmll-transitiona). ded™>

To fix these errors, please make sure that your domain name was
entered correctly and the ONS A/AAAA record(s) for that domain
contain(s) the right IP address.

Your accownt credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secwre backup of this folder mow., This configuration directory w
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder s ideal.
root®sb7b5801950F 1 /0




Resources

Lets encrypt https://letsencrypt.org/getting-started/

https://certbot.eff.org/

Gnupg https://www.gnupg.org/documentation/manuals/gnupa/

https://wiki.debian.org/Subkeys

https://encryptallthethings.net/
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