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Welcome to CIA LUG

Website: (http://cialug.org)

Email List: (see website)

IRC/Slack: (see website)

Video: Will be posted when it gets uploaded

Slides will be emailed after and at https://denner.co 

http://cialug.org
https://denner.co


Little about me

Andrew Denner

Email: denner@gmail.com

Website: http://denner.co

Twitter: @adenner

Slides will be posted to https://denner.co

mailto:denner@gmail.com
http://denner.co


Even paranoid 
people have 

enemies 



If you lose your 
private key (or 
password) you will 
loose data



Encrypt your home directory (ubuntu)



Why Encrypt? Why not encrypt?

● You have a laptop
● You deal with information that is sensitive 

(PII)
● Healthy Paranoia

● You don’t care about your data
● Performance Hit
● Hard drive failure challenge
● Forget username and password you lose 

your data



Easiest way to handle--From the start



Encrypt by hand… 

Ubuntu uses eCryptfs (http://ecryptfs.org/about.html) think of it as PGP as a 
filesystem

Screenshots are from 
https://www.howtogeek.com/116032/how-to-encrypt-your-home-folder-after-installin
g-ubuntu/

http://ecryptfs.org/about.html


You cannot encrypt your account while you are logged in… you need to create a 
seperate account in the wheel group



sudo ecryptfs-migrate-home -u user







sudo ecryptfs-setup-swap



Note that an encrypted swap won’t work properly with Ubuntu’s hibernate feature 



cleanup
sudo rm -rf /home/user.random



GNUPG

Swiss army knife of encryption… can do email, files, etc.

Dates back to Phil Zimmermann’s PGP  (Prety Good Privacy)





We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
++++++++++..+++++.+++++++++++++++.++++++++++...+++++++++++++++...++++++
+++++++++++++++++++++++++++++.+++++..+++++.+++++.+++++++++++++++++++++++++>.
++++++++++>+++++...........................................................+++++
Not enough random bytes available. Please do some other work to give
the OS a chance to collect more entropy! (Need 284 more bytes)



Let’s make some random to fix the problem! (in a 
separate window)

ls -l -R / would work as well









gpg -a --export-secret-key john.doe@example.com > secret_key



Generate revocation cert
gpg -a --gen-revoke john.doe@example.com > 
revocation_cert.gpg
 
sec  4096R/144A027B 2013-11-04 John Doe 
<john.doe@example.com>
 
Create a revocation certificate for this key? (y/N) y
Please select the reason for the revocation:
  0 = No reason specified
  1 = Key has been compromised
  2 = Key is superseded
  3 = Key is no longer used
  Q = Cancel
(Probably you want to select 1 here)
Your decision? 1
Enter an optional description; end it with an empty line:
>

Reason for revocation: Key has been compromised
(No description given)
Is this okay? (y/N) y
 
You need a passphrase to unlock the secret key for
user: "John Doe <john.doe@example.com>"
4096-bit RSA key, ID 144A027B, created 2013-11-04
 
Revocation certificate created.
 
Please move it to a medium which you can hide away; if 
Mallory gets
access to this certificate he can use it to make your key 
unusable.
It is smart to print this certificate and store it away, just in 
case
your media become unreadable.  But have some caution:  
The print system of
your machine might store the data and make it available to 
others!
$



gpg -a --export john.doe@example.com > public_key.gpg



Web-based pgp 

https://keybase.io/denner

https://keybase.io/denner


Let’s encrypt





Resources

Lets encrypt  https://letsencrypt.org/getting-started/

https://certbot.eff.org/

Gnupg https://www.gnupg.org/documentation/manuals/gnupg/

https://wiki.debian.org/Subkeys 

https://encryptallthethings.net/
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