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WELCOME TO CIALUG

 Have you signed up for our mailing list yet?

 Website: http://cialug.org

 Slack/IRC

http://cialug.org/


A LITTLE ABOUT ME:

Slides will be posted at: https://denner.co

Twitter: @adenner



ON TO OUR FEATURED PRESENTATION



A BRIEF HISTORY OF TOR

 Mid 90’s US Naval Research Lab idea of “onion routing” to protect 

intelligence communications online

 1997 DARPA built on it

 Alpha release 20 September 2002

 Second generation released 13 Aug 2004

 2006 Founding of the TOR project a 501(c)(3) foundation. Funding 

from the EFF and others

 US Government is the primary sponsor now



WHY?

 https://www.whoishostingthis.com/blog/2014/11/17/who-funded-

tor/

 “The Tor network is used by all kinds of people around the world; 

anyone with a need or desire to protect their online privacy. Regular 

Internet users who want to keep their emails private or protect their 

children from online predators use Tor to retain their anonymity.

Citizens of countries who censor the Internet use Tor to access 

blocked news or social media sites, or research sensitive information 

on topics like AIDs or birth control that may not be available 

elsewhere. Journalists, bloggers, and human rights activists use Tor to 

protect themselves from retaliation from governments or employers. 

And whistleblowers use Tor to keep safe when reporting corruption.”



WHO IS USING TOR?





HOW DOES TOR WORK?





WHAT IF WE NEVER HAD 

TO LEAVE TOR?















WHO USES ONION SERVICES?

 The New York Times https://www.nytimes3xbfgragh.onion/

 The Guardian's secure drop: 33y6fjyhs3phzfjj.onion

 Propublica: http://propub3r6espa33w.onion/

 Facebook: https://facebookcorewwwi.onion/

 Protonmail: https://protonirockerxow.onion/

 Riseup: vww6ybal4bd7szmgncyruucpgfkqahzddi37ktceo3ah7ngmcopnpyyd.onion



https://www.nytimes3xbfgragh.onion/
http://propub3r6espa33w.onion/
https://facebookcorewwwi.onion/
https://protonirockerxow.onion/


DEMO TIME!



https://www.torproject.org/docs/debian.html.en





























RESOURCES

 https://www.torproject.org/docs/onion-services.html.en

 https://svn.torproject.org/svn/projects/design-paper/tor-

design.pdf

 Tor onion services: more useful than you think 

https://www.youtube.com/watch?v=wHmxCeLpveA

 https://medium.com/@tzhenghao/how-to-ssh-over-tor-onion-

service-c6d06194147

https://www.torproject.org/docs/onion-services.html.en
https://svn.torproject.org/svn/projects/design-paper/tor-design.pdf
https://www.youtube.com/watch?v=wHmxCeLpveA

