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WE ARE OUT OF IP V4 ADDRESSES

https://ipv4.potaroo.net



https://pulse.internetsociety.org/technologies



A LITTLE BIT 
ABOUT IPV6

The principles you learned about ipv4 are 
still the same

For the foreseeable future we will have to 
deal with both

128 bit address space, 340 undecillion 
unique addresses

3001:0da8:75a3:0000:0000:8a2e:0370:7334
Aka 3001:0da8:75a3::8a2e:0370:7334



TYPES OF 
IPV6 
ADDRESSES

Unicast

Multicast

Anycast



ADVANTAGES

Reliability Faster Speed-Multicast 
vs Broadcast

Stronger Security 
IPSec

Routing Efficiency The Future



WHAT IS 
DIFFERENT

• Larger Address space

• Multicasting

• Stateless address autoconfiguration (Privacy addresses see 
RFC4941)

• Can also get additional attributes via DHCPv6 or manually

• Neighbor Discovery protocol (think like ARP) *

• IPSec (recommended)

• Easier processing by routers (simpler header) 

• But  CPU based processing

• No checksum

• No ip fragmentation (must do MTU discovery or no larger than 
1280 octets packet size)



WHAT IS 
DIFFERENT 
(CONT)

Mobility (no triangle routing)

Extension headers
Flexibility for the future *

Jumbograms
ipv4 is limited to 2^16-1 octets where 
ipv6 can be as large as 2^32-1 octets.



DISADVANTAGES

CONVERSION COMMUNICATION FROM IPV4 
TO IPV6 (SEE NEXT SLIDE)



TRANSITION PATH

Dual stack

Public Facing ipv6

Tunneling (6to4, teredo, 6rd)

IPv4 mapped ipv6 (sometimes seen as ::fff:192.168.0.1) can also see NAT64 
64:ff9b::/96 address space



NEIGHBOR DISCOVERY PROTOCOL

• Operates on the link layer

• Icmpv6 packet types
• Router Solicitation

• Router Advertisement

• Neighbor Solicitation

• Neighbor Advertisement

• Redirect

• Functionality:
• Router discovery

• Prefix discovery

• Parameter discovery (mtu)

• Address autoconfigure

• Address resolution

• Next hop determination

• Neighbor unreachability

• Duplicate address detection

• Recursive DNS server

• Packet redirection



SO WHAT DO I NEED TO DO?



Option 1: almost nothing



Option 2 Seek it out



Provide ipv6 services if you can



TEST AND SEE 





DEMO










