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ABOUT ME

 Software Developer by day

 Sleepless diaper changer by night

 Somehow still the president of CIALUG

 Social:
 Twitter: @adenner

 Mastadon: https://hachyderm.io/@adenner

 https://denner.co

https://denner.co


CLIENT SIDE 
SSH TRICKS-
LEVEL 
SETTING

 See last month's talk for server-side stuff (thanks Jared)

 Server Side: Ubuntu Jammy

 Client side: Debian running on a chrome book (showing 
nothing needs to be fancy)



HISTORY

“Secure Shell Protocol” 

Before was telnet and rsh and rlogin (don’t talk 
about kerb telnet)

SSH 1995 Tatu Ylönen Helsinki University of 
Technology in Finland. University network was 
victim of password sniffing attack

Version 2 “Secsh” in 2006 Uses Diffie–Hellman 
key exchange and multiple sessions over one 
connection



HOW DO I GET IT?

 May be already installed? 

 sudo apt install openssh-client

 Windows now has in shell/powershell

 Historically putty was a windows option? 
(not really needed now)



MAN SSH



ANATOMY OF THE COMMAND

 localhost:~$ ssh -v -4 –X –D 6666 -L 9999:127.0.0.1:80 -p 22 -C adenner@remoteserver whoami
 -v verbose

 -4 -6 use ipv4/6

 -X x11 forwarding –Y trusted x11 forwarding

 -D 6666 port forwarding (dynamic application level port forwarding) (socks)

 -L 9999:127.0.0.1:80 port forward from remote localhost:80 to port 9999

 -p port (default of 22)

 -C compression

 User (default to current user)

 RemoteServer (dns or ip name of server to connect to)

 Remote command to run



TRICK 1: SOCKS PROXY



https://xkcd.com/538/



TRICK2: SSH TUNNEL









TRICK 2.5: REVERSE TUNNEL



TRICK 3: COPY YOUR SSH KEY



ASIDE… GENERATE A KEY



WHY ED25519?

 New(ish) solution using Edwards-Curve Digital Signature Algorithm (EdDSA)

 Faster to generate and verify

 Mathematically more secure

 Collision Resilience

 Smaller keys

 Not messed with like P-256

 NIST approved (draft added to  Special publication 800-186)



TRICK 4: RUN REMOTE COMMAND



TRICK 4.5: DO IT IN BULK (GNU PARALLEL)



TRICK 4.5: DO IT IN BULK (GNU PARALLEL)

 cat hosts.txt | parallel -I% --max-args 1 ssh root@% apt update
 Each host to run command on is listed in hosts.txt

 parallel > commands.txt
 Each line in commands.txt is another command to execute

i.e. ssh root@foo apt-get update
ssh root@bar apt-get update
etc.



TRICK 5: REMOTE FOLDER COPY

 tar -cvj /datafolder | ssh remoteserver "tar -xj -C /datafolder”

 ssh user@remoteserver "tar -jcf - /path/to/backup" > dir.tar.bz2

 (or just use RSYNC/SCP) see trick 5.5/5.6



TRICK 5.5: USE SCP



TRICK 5.6 USE RSYNC



TRICK 6: VIM OVER SCP



TRCK 7: SSHFS 

 sshfs user@remoteserver:/media/data ~/data/



TRICK 8: EXIT ON INTERRUPTION 

 ~/.ssh/config
 ServerAliveInterval 5

 ServerAliveCountMax 1



TRICK 9: ESCAPE SEQUENCES



TRICK 10: TMUX OR SCREEN



TRICK 11: X FORWARDING



NOT PERFECT…



WHAT DID I MISS?

Let the heckling begin…
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